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Abstract

The rapid digital transformation of healthcare has improved clinical efficiency, patient
engagement, and data accessibility, but it has also introduced significant cyber security
and data privacy challenges. Healthcare IT systems increasingly rely on interconnected
networks, electronic health records (EHRs), tele-medicine platforms, cloud infrastructures,
and Internet of Medical Things (IoMT) devices, which collectively expand the attack surface
for cyber threats. This scoping review maps and synthesizes recent evidence on cyber
security risks in healthcare, including ransomware, data breaches, insider threats, and
vulnerabilities in legacy systems, and examines key data privacy concerns related to patient
confidentiality, regulatory compliance, and secure data governance. We also review con-
temporary security strategies, including encryption, multi-factor authentication, zero-trust
architecture, blockchain-based approaches, Al-enabled threat detcetion and compliance
frameworks such as HIPAA and GDPR. Persistent challenges include integrating robust
security with clinical usability, protecting resource-limited hospital environments, and man-
aging human factors such as staff awareness and policy adherence. Overall, the findings
suggest that effective healthcare cyber security requires a multi-layered defense combining
technical controls, continuous monitoring, governance and regulatory alignment, and
sustained organizational commitment to security culture. Future research should prioritize
adaptive security models, improved standardization, and privacy-preserving analytics to
protect patient data in increasingly complex healthcare ecosystems.

Keywords: cybersecurity in healthcare; security attacks on healthcare systems; data privacy
in healthcare; blockchain; electronic health record security; e-healthcare; patient monitoring;
Internet of Medical Things; loMT

1. Introduction

The digital transformation of healthcare has driven the widespread adoption of in-
terconnected information technologies, including electronic health records (EHRs) [1],
telemedicine platforms, cloud-based services, mobile health applications, and Internet of
Medical Things (IoMT) devices. These technologies have substantially enhanced healthcare
delivery by enabling faster diagnosis, improved data accessibility, and more coordinated
patient care. However, the growing dependence on such digital infrastructures has also sig-
nificantly increased the exposure of healthcare organizations to sophisticated cybersecurity
threats and data privacy risks.

Healthcare data is particularly attractive to cybercriminals because it contains sensitive
personal information, financial records, and medical histories that can be exploited for iden-

Appl. Sci. 2026, 16, 1511

https:/ /doi.org/10.3390/app16031511


https://crossmark.crossref.org/dialog?doi=10.3390/app16031511&domain=pdf&date_stamp=2026-02-02
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0009-0000-4314-4301
https://orcid.org/0000-0001-7476-8782
https://doi.org/10.3390/app16031511

Appl. Sci. 2026, 16,1511

2 of 43

tity theft, insurance fraud, or unauthorized resale [2]. Cyberattacks such as ransomware,
phishing, data breaches, and IoT-based intrusions have surged globally, disrupting clini-
cal operations, threatening patient safety, and damaging the integrity and availability of
healthcare systems. As healthcare environments expand in scale and complexity, legacy
software, insufficient network security, weak authentication practices, and limited staff
awareness further amplify the probability of successful attacks.

In response, healthcare institutions are adopting stronger cybersecurity and data pro-
tection frameworks that combine technological, procedural, and regulatory strategies [3].
Technical solutions include encryption, multifactor authentication, secure network seg-
mentation, intrusion detection systems, Al-based threat monitoring, blockchain-based data
integrity mechanisms, and zero-trust architecture. At the same time, legal and regulatory
frameworks such as HIPAA, GDPR, and national healthcare security policies mandate
strict requirements for secure data access [4], storage, and governance. Organizational
strategies such as risk assessment, incident response planning, continuous monitoring, and
cybersecurity awareness training also play a critical role in strengthening resilience [5].

Figure 1 depicts an interconnected healthcare ecosystem built around Internet of
Medical Things (IoMT) technologies, where patients, healthcare professionals, edge devices,
and cloud services interact to support continuous care delivery. Wearable and implantable
medical devices collect real-time physiological data from patients and transmit them
through local edge nodes to healthcare assistants and clinicians for monitoring and clinical
assessment. Medical staff, including nurses, doctors, and IT management personnel, access
this information through secure healthcare systems to enable remote consultation, decision
support, and data management. Supporting components such as medical drones and smart
ambulances extend this ecosystem by facilitating remote sample collection and emergency
response, while the presence of threat actors highlights the need for robust security controls.
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Figure 1. Architecture of the healthcare systems.

Communication between edge devices, healthcare systems, and cloud services is se-
cured using modern transport-layer protection mechanisms, specifically TLS 1.3 with strong
cipher suites such as AES-2566(§"M or ChaCha20-Poly1305, to safeguard data during trans-
mission. Cryptographic key management is handled through centralized key-management
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services or hardware security modules, enabling secure key generation, storage, rotation,
and revocation. Data stored within the cloud infrastructure is protected using symmetric
encryption, while access to resources is governed by certificate-based identity management
and role-based access control policies. Together, these measures ensure confidentiality, in-
tegrity, and controlled access across the ecosystem, thereby realizing the “secure” property
highlighted in the cloud platform component of the architecture.

Despite significant progress, major challenges remain. Many healthcare organizations
struggle with limited security budgets, fragmented systems, inconsistent compliance en-
forcement [6], and the difficulties of maintaining strong defenses in rapidly evolving digital
environments. As cyber threats become more adaptive and automated, the need for robust,
scalable, and intelligent security solutions is greater than ever. Therefore, developing
effective cybersecurity and data privacy strategies is essential not only for regulatory com-
pliance but also for safeguarding patient trust, ensuring continuity of care, and preserving
the stability of modern healthcare IT systems.

The rapid digitization of healthcare has transformed clinical operations, patient man-
agement, and medical data processing [7], but has also significantly increased the cyberse-
curity risks faced by healthcare organizations. As healthcare systems integrate electronic
health records (EHRs), cloud platforms, telemedicine, connected medical devices, and In-
ternet of Medical Things (IoMT) technologies, new vulnerabilities emerge that expand the
attack surface for cybercriminals, making healthcare one of the most targeted sectors today.
Cybercrime in healthcare has grown steadily due to inherent weaknesses in digital infras-
tructures, including vulnerabilities in hardware, software, operating systems, and human
processes, all of which can be exploited to disrupt services or compromise sensitive health
information [8]. Recent cybersecurity incidents highlight the severity and consequences
of breaches in healthcare environments. Attacks such as ransomware, phishing, malware
infiltration, and insider misuse can lead to operational shutdowns, manipulation of clinical
data, financial loss, and violations of patient confidentiality. Healthcare institutions have
experienced increasingly sophisticated cyberattacks that damage system integrity, delay
treatments, hinder business operations, and expose sensitive patient data for financial
gain or malicious exploitation [7]. With incidents such as the Universal Health Services
ransomware attack and large-scale breaches like SingHealth, it has become clear that cyber
threats now represent major operational and regulatory challenges for healthcare systems
across the world.

To respond to emerging cyber threats, healthcare organizations need to adopt ad-
vanced defensive strategies, including artificial intelligence-based threat detection, zero-
trust architecture (ZTA), blockchain-based data integrity solutions, and improved workforce
training to mitigate human-driven risks [9]. At the same time, academic research continues
to emphasize the need for comprehensive, multi-layered cybersecurity approaches that ad-
dress not only technology, but also organizational culture, risk management, and proactive
prevention. As cyberattacks evolve in frequency and complexity, strengthening cybersecu-
rity and data privacy has become essential for maintaining system resilience, protecting
patient information, and preserving the trust and functionality of modern healthcare IT
systems [10].

The rapid integration of Internet of Things (IoT) technologies into healthcare systems
has fundamentally transformed medical services by enhancing patient monitoring, diag-
nostic accuracy, and personalized care delivery. However, this increased connectivity has
simultaneously introduced significant cybersecurity vulnerabilities, posing threats to the
confidentiality, safety, and reliability of healthcare information systems [11]. As healthcare
IoT ecosystems continue to expand in scale and complexity, they present an enlarged attack
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surface that can be exploited by cyber adversaries targeting medical devices, communica-
tion networks, and system configurations [12].

Cyber threats in healthcare IoT systems pose a direct danger not only to digital
assets but also to patient well-being, as compromised devices can disrupt treatments or
manipulate clinical data. Traditional threat analysis and security evaluation methods have
become insufficient in addressing this evolving landscape, especially when attackers use
dynamic and adaptive intrusion strategies. Therefore, healthcare systems require more
intelligent and flexible defense mechanisms capable of learning from changing threat
behaviors [13].

2. Background and Motivation

The digitization of healthcare has introduced modern information systems and con-
nected medical devices that support clinical workflows, electronic health records, remote
monitoring, smart diagnostics, and automated care delivery. These developments have
transformed healthcare into a highly interconnected computational environment where
patient data is continuously exchanged across devices, networks, and applications [14].
However, this rapid expansion has also widened the security perimeter and increased the
number of attack vectors that cyber adversaries can exploit.

The emergence of the Internet of Medical Things (IoMT) has significantly accelerated
this transformation by enabling medical sensors, infusion pumps, imaging devices, and
monitoring systems to operate autonomously and communicate digitally within healthcare
networks [15]. While this supports faster clinical decision-making and improved opera-
tional efficiency, the diversification of devices and growing systemic interdependencies
also introduces numerous vulnerabilities in firmware, device communication pathways,
network links, and application software.

Healthcare systems also face significant operational pressures, including rising patient
data volumes, the need for continuous system availability, and reliance on real-time digital
access. In such environments, cyber incidents can directly jeopardize patient outcomes
by disrupting clinical workflows or altering medical device behavior [16]. Consequently,
cybersecurity and data protection have become critical challenges in maintaining the
integrity, safety, and availability of modern healthcare IT systems.

3. Research Methodology
3.1. Methodology Scope and Review Framework

This study adopts a scoping review (systematic mapping) methodology guided by the
PRISMA-ScR reporting framework to examine cybersecurity threats and data privacy issues
in healthcare systems. A scoping review is appropriate for this topic because the evidence
base is broad and heterogeneous, spanning technical, organizational, and regulatory di-
mensions. The objective is to transparently identify, screen, and map relevant literature,
and to synthesize findings thematically rather than perform quantitative meta-analysis.

The scope of the review covers cybersecurity threats, privacy vulnerabilities, reg-
ulatory considerations, and technical protection mechanisms associated with healthcare
information systems, including electronic health records (EHRs), Internet of Medical Things
(IoMT) devices, hospital networks, telemedicine platforms, and cloud-based healthcare
infrastructures. To reflect both recent developments and established research trends, studies
published between 2021 and 2025 were considered.

3.2. Literature Search Strategy

A structured literature search was conducted using major academic databases, includ-
ing IEEE Xplore, Scopus, Web of Science, PubMed, and Google Scholar. These sources were
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selected to provide broad coverage across engineering, computer science, and healthcare-
oriented research. The search strategy used a combination of keywords and Boolean
operators aligned with the study scope, such as “healthcare cybersecurity,” “data pri-

v 7o

medical IoT security,” “insider threats,

7ai

vacy in healthcare, ransomware in health-
care,” “health information systems security,” and “privacy-preserving techniques.” Only
English-language publications were considered to ensure consistency of interpretation
and synthesis.

In addition to database searching, relevant records were also identified via other

methods (e.g., selected websites and organizations) when they met the inclusion criteria.

3.3. Data Handling and Study Selection

The study selection process followed a PRISMA-ScR-aligned workflow consisting
of identification, screening, eligibility assessment, and final inclusion. Records retrieved
from all sources were merged and deduplicated prior to screening. Titles and abstracts
were screened to remove publications clearly unrelated to healthcare cybersecurity or data
privacy. Full-text reports were then assessed for eligibility using predefined inclusion and
exclusion criteria. A PRISMA-style flow diagram is provided to summarize the selection
process and enhance transparency.

3.4. Inclusion and Exclusion Criteria

To ensure relevance and consistency, predefined inclusion and exclusion criteria were
applied during screening and full-text eligibility assessment.

3.4.1. Inclusion Criteria

*  Peer-reviewed journal articles and conference papers.

e Studies focusing on cybersecurity threats and/or data privacy issues in healthcare systems.

e Publications proposing, analyzing, or reviewing technical, regulatory, or organiza-
tional security solutions in healthcare contexts.

3.4.2. Exclusion Criteria

*  Non-peer-reviewed articles (e.g., editorials, opinion pieces, news items).

*  Studies not specific to healthcare security or privacy.

¢ Duplicate publications or papers lacking sufficient technical or analytical detail to
support synthesis.

3.5. Data Extraction and Synthesis

From each included study, key information was extracted, including the cybersecurity
threat type, privacy issue addressed, healthcare application domain, proposed solution(s),
evaluation setting (e.g., dataset/simulation/real deployment), and key findings. The evi-
dence was charted and qualitatively synthesized into thematic categories, including threat
classification, privacy challenges, regulatory considerations, and mitigation techniques.

3.6. Quality and Bias Considerations

Consistent with scoping review methodology and the heterogeneity of study de-
signs in healthcare cybersecurity (e.g., surveys, simulations, synthetic datasets, prototypes,
and deployment reports), this review did not exclude studies using a single formal risk-of-
bias tool or quantitative quality score. Instead, to support transparent interpretation and
reduce citation bias, we extracted and reported evidence characteristics and limitations
where available (e.g., dataset realism: synthetic vs. real-world, evaluation metrics, repro-
ducibility details, and stated assumptions). This approach supports evidence mapping
while acknowledging variability in methodological rigor across the included literature.
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3.7. PRISMA-ScR-Aligned Review Process

This review follows a PRISMA-ScR-aligned framework to enhance transparency and
reproducibility in the literature selection process. Figure 2 summarizes the identification,
screening, eligibility assessment, and final inclusion stages.

The database and register search identified 1285 records from databases and an ad-
ditional five records from registers (total n = 1290). After removing duplicate records
(n = 510), 780 records remained for title and abstract screening, during which 642 records
were excluded for not meeting the predefined criteria. Full texts were sought for 138 reports;
23 reports could not be retrieved. The remaining 115 reports were assessed for eligibility
through full-text review. At this stage, 63 reports were excluded for the following reasons:
not focused on cybersecurity in healthcare (n = 36), conference poster/non-research format
(n = 21), and insufficient data or missing outcome (n = 6). Ultimately, 52 studies met the
inclusion criteria and were included in the review, as shown in Figure 2.

[ Identification of studies via databases and registers ]
=
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Figure 2. PRISMA flow diagram.

4. Cybersecurity Threat Landscape in Healthcare

Healthcare has become one of the most consistently targeted sectors for cyberattacks,
driven by the high monetary and intelligence value of medical data and the critical re-
quirement for uninterrupted service delivery. Cyber threats in healthcare encompass a
wide range of attack vectors, including ransomware, malware, phishing, data exfiltra-
tion, and the exploitation of device-level vulnerabilities capable of compromising entire
hospital networks [17]. These risks are further intensified by the sector’s increasing re-
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liance on distributed infrastructures, remote access systems, and continuously connected
medical devices.

Certain data-driven sectors, including healthcare, finance, and critical infrastructure,
are repeatedly targeted by cyber adversaries because of the sensitive and high-value
information they manage. Among these, healthcare institutions are especially vulnerable to
data breaches and ransomware incidents, which can disrupt clinical services and jeopardize
patient confidentiality. Financial institutions face persistent threats aimed at stealing
financial data or disrupting services, while critical infrastructure sectors, such as energy and
transportation, are vulnerable to attacks that could cause widespread disruption. As cyber
threats continue to evolve, enterprises in all industries must adapt their cybersecurity
strategies to address emerging risks, from new attack vectors to increasingly sophisticated
adversaries [18].

However, healthcare information systems are always exposed to serious security
threats due to the highly sensitive and confidential data they contain [19], which can lead to
violations of patient privacy, disruption of treatment, and even irreparable damage to the
health and reputation of healthcare facilities. These threats include a variety of cyberattacks
that specifically target vulnerabilities in these systems to gain access to data or disrupt
system functionality.

In many cases, adversaries exploit weaknesses in hardware, operating systems, com-
munication protocols, or security policies. Medical devices may contain default passwords,
outdated firmware, or communication channels lacking encryption, enabling attackers to
infiltrate systems through seemingly isolated endpoints. Once compromised, these devices
can serve as lateral movement vectors to access additional assets within the healthcare
network [20].

Threats in healthcare arise not only from external cybercriminals but also from un-
intended internal actions such as misconfigurations, weak authentication practices, and
human error. Studies emphasize that healthcare operational workflows are particularly
susceptible to insider mistakes because staff may prioritize usability and rapid system
access over strict security procedures during demanding clinical operations [21].

Beyond operational disruption, cyber attacks can endanger patient safety. Compro-
mised systems may lead to altered diagnostic data, malfunctioning medical devices [21],
delayed treatment, or loss of access to patient histories, increasing clinical risks. Recent
documented incidents have shown that service shutdowns due to cyber attacks can affect
emergency services, daily operations, laboratory systems, and even surgical schedules,
revealing the direct and tangible consequences of cyber security in healthcare.

Healthcare systems are exposed to two primary categories of security threats: insider
threats and outsider threats. Insider threats originate from individuals with authorized
access to healthcare systems, such as clinicians, administrative staff, or IT personnel, and
may result from malicious intent, negligence, or compromised credentials, leading to unau-
thorized data disclosure or system misuse. In contrast, outsider threats are perpetrated by
external adversaries who lack legitimate system access, including hackers, cyber criminals,
and organized attack groups, and commonly manifest as malware infections, phishing
campaigns, ransomware attacks, or denial-of-service incidents. Both insider and outsider
threats pose serious risks to the confidentiality, integrity, and availability of sensitive health-
care data and services, underscoring the necessity for comprehensive and robust security
mechanisms in healthcare environments.

4.1. Insider Threats

In addition to external adversaries, internal actors, including employees and contrac-
tors, may contribute to system compromise through negligence, policy violation, or ma-
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licious intent. Human error continues to be a major factor in healthcare breaches, often
caused by mis-configurations, insecure password practices, improper access control, or
failure to follow cyber security protocols.

Insider threats in hospital networks are particularly challenging due to attackers’ legiti-
mate access privileges and the highly sensitive nature of healthcare data. Since their actions
can look similar to normal clinical activity, harmful behavior, whether deliberate (such as
data theft or sabotage) or accidental (such as careless handling of records, password sharing,
or compromised accounts), may go unnoticed until damage has occurred. These incidents
can undermine patient confidentiality, disrupt services, and expose organizations to regu-
latory penalties. Reducing insider risk typically requires a layered approach, combining
least-privilege access and role-based controls with multi-factor authentication, detailed
audit logging, and continuous monitoring to spot unusual patterns. Many hospitals also
use anomaly detection methods to flag suspicious access behavior, alongside zero-trust
practices that re-check trust throughout a session. Ongoing staff awareness training, clear
procedures, and well-tested incident response plans are equally important for limiting both
the likelihood and impact of insider-related breaches.

There are three main types of insider threats in healthcare systems, as illustrated in
Figure 3, each characterized by distinct motivations and risk patterns. The types of insider
attacks are outlined below.

Insider Threats in Healthcare Systems

Compromised

A compromised insider
threat occurs when a
legitimate healthcare

user's account or device

is taken over by an
external attacker, often
through phishing or
maklware.

Negligent

A negligent insider threat
arises when authorized
healthcare personnel
unintenticnally compromise
system security due to
carelessness, lack of
awarsness, or failure to
follow established policies.

Malicious

A malicious insider threat
involves an authorized
individual who deliberately
exploits their legitimate
access to healthcare
information systems for
personal gain, revenge, or
other harmful motives.

Figure 3. Insider threats in healthcare systems.

*  Malicious Insiders: Malicious insiders are authorized users who intentionally misuse
their access to harm healthcare systems or organizations. In healthcare environments,
such threats often involve the deliberate theft of electronic health records (EHRs),
intellectual property, or research data for financial gain, espionage, or personal mo-
tives. Studies report that malicious insiders may engage in data ex-filtration, system
sabotage, or unauthorized disclosure of patient information, posing serious risks
to patient privacy and institutional reputation. Although less frequent than other
insider threat types, malicious insiders typically cause disproportionately high finan-
cial and reputational damage due to their deep system knowledge and privileged
access. Detecting malicious insiders is challenging because their actions often resemble
legitimate operational behavior until damage has occurred.

*  Negligent Insiders: Negligent insiders are legitimate users who unintentionally cause
security breaches due to carelessness or insufficient awareness. This category includes
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incidents such as lost devices, misdirected information, or improper handling of sensi-
tive data. A common example is an employee accidentally sending PHI to the wrong
recipient or failing to encrypt data. Although these actions are unintentional, they
can be frequent, particularly among overburdened staff [22]. In healthcare systems,
negligent behavior includes weak password practices, accidental data disclosure, im-
proper configuration of systems, and falling victim to phishing attacks. Literature
consistently identifies negligent insiders as the most common cause of healthcare data
breaches, largely due to the complex workflows, high workload, and stress experi-
enced by healthcare staff. Such incidents frequently result in large-scale exposure
of sensitive patient data and regulatory non-compliance. Unlike malicious insiders,
negligent insiders do not intend harm, making training, awareness programs, and
usability-focused security controls critical for mitigation.

* Compromised Insiders: Compromised insider threats occur when attackers hijack
legitimate user credentials, often through phishing, malware, or credential theft.
In healthcare environments, compromised accounts are particularly dangerous be-
cause attackers gain access to sensitive systems while appearing as trusted users.
Research shows that compromised insiders are responsible for a significant portion of
large-scale healthcare breaches, as attackers can move laterally across networks, access
EHRs, and deploy ransomware. These threats blur the boundary between insider and
outsider attacks, as external adversaries operate under internal identities. Effective
mitigation requires multifactor authentication, continuous behavior monitoring, and
anomaly detection, as traditional perimeter-based defenses are insufficient.

Existing Mitigation Approaches for Insider Threats

Insider threats remain one of the hardest security problems for healthcare organiza-
tions because harmful actions can originate from users who already have legitimate access
to clinical systems. As a result, many hospitals rely on a combination of technical controls,
monitoring practices, and organizational policies to reduce the likelihood of misuse and
to limit damage when incidents occur. The following section reviews existing mitigation
approaches that are commonly adopted to prevent, detect, and respond to insider-driven
risks in healthcare environments.

Compared with baseline approaches, the proposed lightweight architecture [23] main-
tains strong insider-threat detection performance while substantially lowering computa-
tional overhead, making it suitable for resource-constrained hospital environments. It
combines behavioral monitoring with GIS-based contextual cues and an efficient boosted
ensemble to balance accuracy with practical feasibility. At the same time, the method still
depends on labeled training data and may face difficulties when policies or user behav-
ior change over time, particularly for dynamic policy enforcement. Future work should
therefore focus on improving generalization through real-world clinical validation and
exploring extensions such as federated learning for scalable training across institutions and
explainable AI components to enhance transparency and trust.

Human-centered approaches emphasize education and organizational culture to re-
duce insider threats. Security awareness training is widely advocated in healthcare settings
and typically addresses password hygiene, phishing recognition, secure data handling, and
device protection. Tailoring training programs to specific roles enhances their effectiveness;
for example, clinicians often benefit from scenario-based simulations aligned with real clin-
ical workflows. Effective awareness initiatives promote vigilance without adding excessive
burden to daily tasks. Complementary measures include managing staff stress and fatigue
since overwork increases the likelihood of errors and providing clear, accessible channels
for reporting phishing attempts or security concerns [22].
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Newman et al. introduced an Advanced Privacy-Preserving Decentralized Federated
Learning (APPDFL) framework [24] designed to address insider threat detection in col-
laborative healthcare settings. The framework adopts a serverless, peer-to-peer federated
learning architecture enhanced with differential privacy, allowing multiple healthcare in-
stitutions to collaboratively learn threat patterns without sharing raw or sensitive data.
The proposed method was evaluated using several versions of the CERT insider threat
dataset (r4.2, r5.2, and r6.2) and was compared with conventional machine learning mod-
els, modern techniques, and centralized federated learning approaches under consistent
experimental conditions. The results indicate that APPDFL delivers improved detection
performance while ensuring privacy preservation and robust noise tolerance, demonstrat-
ing the practicality and effectiveness of privacy-aware cross-institutional collaboration in
compliance with security and regulatory requirements.

The study addressed the increasing frequency of healthcare data breaches by exam-
ining both insider and outsider threats and the vulnerabilities within internal security
systems [25]. Unlike prior work that mainly analyzed breach trends, it focused on the
descriptive narratives reported to the U.S. Department of Health and Human Services
(HHS) Office for Civil Rights (OCR). Using text mining and visualization techniques, the
study analyzed insider threats, system vulnerabilities, breach incidents, their impacts, and
organizational responses across three types of data breaches, offering deeper insights into
the underlying causes and consequences of healthcare data breaches.

Prior literature emphasizes that mitigating insider threats in healthcare requires a
strong focus on human factors alongside technical controls. Key strategies include clear
function allocation and task analysis to ensure that roles, responsibilities, and access
privileges are well defined and aligned with job functions, reducing misuse and error [26].
Human error analysis is used to identify points where negligence, fatigue, or lack of
awareness may lead to security incidents, enabling proactive redesign of workflows and
policies. The use of modeling approaches such as UML use—-misuse case diagrams, security
sequence diagrams, and class diagrams supports early identification of accidental and
malicious insider behaviors during system design. Continuous monitoring of user access,
regular review of employee and third-party privileges, and integrating human-centered
security considerations into system development are highlighted as essential measures for
reducing insider-related data breaches in Healthcare 5.0 environments [27].

Healthcare data are increasingly stored in cloud-based infrastructures to support
scalability and remote access, making robust security mechanisms essential to protect
sensitive patient information from unauthorized access and insider threats. Ref. [28]
investigated the growing risk of insider threats in cloud-based Database as a Service (DBaaS)
environments, where complex data dependencies can be exploited by insiders to infer
sensitive information. To address limitations of existing access control approaches, such as
poor scalability, weak authentication, and insufficient insider tracking, the authors proposed
a distributed access control framework that integrates blockchain-based authentication
and insider activity monitoring [26]. Experimental results and a real-world case study
demonstrated that the proposed framework is effective, scalable, and well-suited for
dynamic cloud environments, even in the absence of standardized datasets.

4.2. Outsider Threats

Healthcare organizations increasingly face sophisticated external attacks, including
phishing, ransomware, malware propagation, unauthorized network intrusion, and denial-
of-service attacks. Such incidents are motivated by the high market value of medical
information and the operational damage that can be inflicted by disabling clinical systems.
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The threats listed below represent common types of outsider attacks in healthcare systems,
as illustrated in Figure 4.
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Figure 4. Outsider threats in healthcare systems.

Malware: In healthcare environments, malware represents a class of cyber threats
involving harmful software intended to disrupt system functionality, extract sensitive
patient information, or obtain unauthorized access to clinical networks and medical
devices. Typical malware variants include ransomware, spyware, and trojans, which
can interfere with electronic health records (EHRs), impair critical healthcare services,
and pose direct risks to patient safety [29]. The extensive use of interconnected
devices, along with the presence of legacy systems, further increases the susceptibility
of healthcare infrastructures to malware-based attacks, making them a significant
cybersecurity concern.

Malware attacks generally involve the creation and deployment of malicious code
or firmware that infiltrates systems under the guise of legitimate software. Once
introduced, such code can manipulate or destroy data, perform intrusive actions,
or otherwise compromise the confidentiality, integrity, and availability of system
resources. Common malware categories include viruses, worms, trojan horses, rootkits,
and other forms of malicious code capable of penetrating healthcare information
systems [30].

Social Engineering/Phishing: Social engineering exploits the predictability of human
behavior and plays a role in the majority of cyberattacks. It is also the fastest-growing
attack vector, often described as increasing at an unprecedented rate. Social engineer-
ing is closely associated with data breaches, with approximately 95% of incidents
linked to human error. The healthcare sector is particularly vulnerable, experiencing
the highest average cost per breach, exceeding USD 7 million, surpassing all other
industries. Globally, the projected economic impact of social engineering-related
cyberattacks is expected to reach USD 10.5 trillion annually by 2025 [31].
DoS/DDoS: The primary challenge facing m-health technologies is ensuring the
security of medical and other sensitive data, with data availability being one of the
most critical concerns. Distributed denial-of-service (DDoS) attacks pose a significant
threat by disrupting continuous access to patient information and impeding data
transmission across interconnected networks. Beyond data compromise, DDoS attacks
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can severely restrict authorized users from accessing essential healthcare services and
information portals [32].

Denial-of-service (DoS) attacks aim to disrupt services by overwhelming networks
with excessive traffic, thereby preventing legitimate users from accessing critical
systems. Such attacks can significantly degrade or completely shut down healthcare
networks, severely impacting operational continuity. For instance, a DoS attack in
2014 temporarily disabled the administrative systems of Boston Children’s Hospital,
resulting in substantial operational and financial losses. Beyond economic damage,
these attacks critically hinder healthcare providers’ ability to access, transmit, and
manage essential patient information during the attack period, posing serious risks to
patient care and safety [31].

Network Intrusion: Network intrusion in healthcare systems represents a critical
cyber security threat due to the highly interconnected nature of modern clinical envi-
ronments and the sensitivity of medical data. Attackers exploit vulnerabilities such
as weak network configurations, un-patched systems, insecure remote access, and
compromised credentials to gain unauthorized access to hospital networks [33]. Once
inside, intrusions can enable lateral movement across clinical and administrative
systems, allowing adversaries to ex-filtrate patient data, deploy ransomware, disrupt
medical devices, or manipulate health records. These incidents not only compro-
mise patient privacy but can also interrupt clinical workflows, delay diagnoses or
treatments and pose direct risks to patient safety. The growing adoption of cloud ser-
vices, tele-medicine platforms and Internet of Medical Things (IoMT) devices further
expands the attack surface, making robust intrusion detection systems, network seg-
mentation, continuous monitoring and timely incident response essential components
of healthcare cyber-security strategies.

Brute Force: Brute-force attacks attempt to gain unauthorized access by repeatedly
guessing username and password combinations. In-hospital management information
systems, such attacks can lead to serious data breaches and financial losses due to
the sensitivity of stored information. To mitigate these risks, healthcare organizations
should enforce strong password policies, implement robust authentication and multi-
factor authentication, encrypt patient data, and deploy effective monitoring and
response mechanisms. These measures help secure hospital systems while ensuring
the safe delivery of healthcare services [34].

Ransomware: Healthcare remains one of the most cyber attack-prone sectors due to
its rapid digital transformation and increasing reliance on interconnected healthcare
services. This shift has exposed significant security vulnerabilities that are increasingly
exploited by cyber criminals, with ransomware emerging as one of the most severe
and rapidly growing threats. Ransomware attacks have escalated in frequency and
sophistication in recent years, causing substantial operational and financial disrup-
tions to healthcare organizations. This study presents a comprehensive survey of
ransomware attacks in healthcare and systematically categorizes existing mitigation
and prevention strategies, including blockchain-based solutions, software-defined
networking, machine learning techniques, and other security tools. It also highlights
the key challenges faced by researchers in designing effective ransomware defenses for
healthcare systems. Overall, the study offers valuable insights for researchers, health-
care institutions, and cyber security practitioners working to strengthen information
security in healthcare environments.

Table 1 summarizes prominent ransomware families targeting healthcare systems, high-

lighting their primary initial compromise vectors. It also outlines the corresponding payload
execution strategies used to propagate, escalate privileges, and disrupt clinical operations.
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Table 1. Initial infection and execution techniques of major healthcare ransomware.

Ransomware Family

Initial Compromise Vector

Payload Execution Strategy

Exploitation of un-patched SMB services

Executes the ransomware payload by encrypting
local files using embedded cryptographic routines

WannaCry (EternalBlue vulnerability) after successful exploitation, followed by optional
self-propagation via SMB scanning.
Lock Phishing emails containing malicious document Embedded macros or scripts download and execute
Y attachments the ransomware binary on compromised hosts.
Unauthorized access via weak RDP credentials or Performs privilege escalation and manu.ally
SamSam . encrypts systems across the network using
vulnerable web services .
customized tools.
Rvuk Phishing-based malware delivery through infected =~ Uses PowerShell or script-based loaders to deploy
Y email attachments ransomware and enable lateral movement.
Maze Social engineering via phishing emails carrying Downloads the payload, encrypts local and shared
malicious files files, and threatens public disclosure of stolen data.
Petya/NotPetya Combination of SMB exploitation and phishing Harvests credentials, leverages native tools (e.g.,
y Y campaigns PsExec), and disrupts system boot processes.
Deploys ransomware via scripts or macros and
Cerber Email-based phishing attacks and exploit kits communicates with distributed

command-and-control servers.

Man-In-The-Middle Attack: The healthcare sector is particularly vulnerable to man-
in-the-middle (MitM) attacks due to the rapid adoption of Internet of Things (IoT)
technologies in clinical environments. IoT-enabled healthcare applications, including
electronic health records, telemedicine, telesurgery, mobile health, and remote patient
monitoring, have significantly improved service delivery but have also expanded the
attack surface. Modern hospitals deploy thousands of network-connected devices,
averaging approximately 17 devices per hospital bed. Despite this growth, many
medical IoT devices lack robust security mechanisms such as strong encryption and
secure authentication [35].

According to an industry analysis reported by Ordr [36], approximately 15-19% of
IoMT devices deployed in healthcare environments continue to operate on Windows 7,
an operating system that has reached end-of-life and no longer receives security up-
dates. This estimate is derived from telemetry data collected across healthcare de-
ployments primarily in North America and Europe, rather than a fully global sample.
The continued use of unsupported operating systems significantly increases the attack
surface of IoMT infrastructures, exposing medical devices to known vulnerabilities
and facilitating cyberattacks such as ransomware, data breaches, and man-in-the-
middle (MitM) attacks. These risks are further exacerbated by resource-constrained
medical sensors and insecure wireless communication protocols, making robust secu-
rity mechanisms essential for ensuring data confidentiality, integrity, and availability
in IoMT system:s.

In an IoMT environment, a man-in-the-middle (MitM) attack arises when an adversary
successfully positions itself between medical sensors and a local processing unit (LPU),
such as a smartphone, tablet, or gateway. This positioning is typically achieved by
exploiting weaknesses in short-range wireless communication protocols, including
Bluetooth Low Energy, in combination with the limited computational resources and
security mechanisms available on medical sensors. As a result, the attacker gains
unauthorized access to the communication channel without being detected by either
endpoint [37]. After establishing this intermediary position, the attacker can passively
monitor the exchanged physiological data, including parameters such as heart rate,
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blood pressure, and oxygen saturation, thereby compromising patient confidentiality.
More critically, the attacker may actively manipulate communication by modifying or
replaying transmitted data. In emergency scenarios, abnormal physiological measure-
ments can be replaced with previously recorded normal values before reaching the
LPU, causing the monitoring system to incorrectly interpret the patient’s condition
and suppress the generation of medical alerts.

The threat is further amplified by the availability of off-the-shelf tools that enable the
interception and manipulation of wireless traffic over distances exceeding the typical
operating range of IoMT devices. Even when encryption is employed, flaws in device
pairing, key establishment, and authentication procedures may allow attackers to
decrypt messages or inject forged packets. Consequently, MitM attacks represent a
severe risk in IoMT systems, as they compromise not only data privacy but also data
integrity and the reliability of real-time clinical decision-making.

SQL Injection: SQL injection is a significant cyber security threat to healthcare systems
due to the extensive use of web-based applications such as electronic health records,
patient portals, and billing platforms that rely on backend databases [38]. This attack
occurs when malicious SQL code is inserted into input fields and executed by poorly
secured applications, allowing attackers to access, modify, or delete sensitive data.
In healthcare environments, successful SQL injection attacks can lead to unauthorized
disclosure of protected health information, corruption of medical records, disruption
of clinical services, and violations of regulatory requirements such as HIPAA [39].
The presence of legacy systems, inadequate input validation, and insufficient access
controls further increases the susceptibility of healthcare organizations to such at-
tacks. Consequently, mitigating SQL injection risks through secure coding practices,
including parameterized queries, rigorous input validation, and regular security as-
sessments, is essential to ensuring data integrity, patient safety, and trust in digital
healthcare infrastructures.

Table 2 compares existing cybersecurity and privacy-preserving solutions in healthcare

based on their problem focus, proposed techniques, and addressed attack types. It also

highlights evaluation methods and key performance outcomes reported in prior studies.

Table 2. Summary of cybersecurity and privacy protection approaches in healthcare systems.

Data / Evaluation

Ref Problem Focus Proposed Approach Attacks / Threats Highlights
Blockchain-enabled
framework integrating IPFS, . o
Protecting smart-health and ~ FHIR APIs, and a DoS, replay attacks, Qgggﬁﬂiﬁlzai&iﬁth an
[40] personal medical device GAN:-based intrusion man-in-the-middle (MitM), Y o
. . . S F1-score close to 98% across
(PMD) data integrity detection system for false data injection . .
o multiple attack scenarios
monitoring PMD
communication
Cognitive machine learning
Cyberattack detection in ?f;;i‘j;ii%}iﬁig%? DoS, sniffing, routing :glae;zs;?i t/toaiicuracy
[41]  healthcare cyber-physical attacks, impersonation, code -

systems (HCPSs)

supporting secure data
sharing and intelligent
threat prediction

injection

prediction rate with reduced
communication overhead
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Table 2. Cont.

Data / Evaluation

Ref Problem Focus Proposed Approach Attacks / Threats Highlights
Availability protection for Novel D.DOS det?ctlon and o . . Simulation results
. prevention algorithm Distributed denial-of-service .
[42] mobile healthcare (m-health) . demonstrate effective DDoS
evaluated in a cloud-based (DDoS) attacks . DA
cloud systems . ) . detection and mitigation
simulation environment
Cyberattack prevention
Privacy preservation of framework employmg Unauthorized access, De51gn—.or} ented evaluation
[43] atient data in smart two-factor authentication credential compromise emphasizing enhanced
) Eos itals (OTP and CAPTCHA), spammin P ! privacy and access
P encrypted credentials, and P & control mechanisms
role-based access control
Conceptual analysis and
Secure storage and Cryptography-based data .
.. : . General cyber threats comparison of
[44] transmission of healthcare protection approach using acainst dieital healthcare crvptoeraphic techniaues
data during large-scale AES, DES, 3DES, and RSA & & .yp grap !
digitization algorithms data without
& experimental benchmarking
Evaluated using datasets
Gradient boosting—a S from the US Department of
.. e . Hacking incidents, .
Prediction and mitigation of ~ predictive model for Health and Human Services
[32] network/server breaches,

healthcare data breach risks

assessing the severity of
healthcare data breaches

IT-related attacks

and Kaggle, demonstrating
strong
predictive performance

Existing Mitigation Approaches for Outsider Threats

The rapid adoption of the Internet of Medical Things (IoMT) has increased cyberse-

curity risks, as many medical devices and their supporting software are not designed to

withstand internet-based attacks. To address this challenge, the authors propose a cyberat-

tack and anomaly detection framework [45] that integrates recursive feature elimination

(RFE) with a multilayer perceptron (MLP) classifier. Optimal features are selected using

logistic regression and extreme gradient boosting—based kernels, while model performance

is enhanced through hyperparameter optimization and 10-fold cross-validation. The pro-

posed approach is evaluated on multiple IoMT and healthcare cybersecurity datasets and

achieves high detection accuracy across diverse environments. These results demonstrate

the effectiveness of machine-learning-based anomaly detection for improving the security

and resilience of loMT-enabled healthcare systems.

Cybersecurity is a critical concern for healthcare organizations, which are among the

most vulnerable to cyberattacks. Protecting medical records is essential due to their sensi-

tive personal and financial content. This study [46] analyzed 352 real-world cyberattacks

on healthcare institutions using Common Vulnerability Scoring System (CVSS) data and

applied machine learning techniques to model vulnerabilities in healthcare IT and indus-

trial control systems. Results showed consistently high vulnerability scores, particularly in

institutions with prior attacks and no mitigation measures. Among the evaluated models,

the K-nearest neighbors (KNN) algorithm achieved the best performance and was further

used to predict future cyberattacks. The findings highlight the high risk facing healthcare

systems and emphasize the urgent need for stronger cybersecurity measures.

The integration of technologies of the Internet of Things (IoT) into e-Health systems

has significantly improved healthcare services but has also introduced serious security

challenges [47]. In particular, denial-of-service (DoS) and distributed denial-of-service
(DDoS) attacks pose a critical threat to the availability and reliability of [oT-based e-Health
servers, potentially disrupting real-time patient monitoring. This work reviews existing
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DoS/DDoS mitigation approaches in IoT environments and proposes a reliable solution to
improve the resilience of e-Health servers against such attacks.

The authors proposed [34] a cybersecurity framework for hospital management in-
formation systems (HMISs) aimed at mitigating brute force and related cyberattacks. The
model integrates layered security mechanisms, including strong authentication, access
control, encryption, firewalls, and intrusion detection systems, to protect sensitive patient
data. To specifically counter brute force attacks, the framework employs multifactor au-
thentication, account lockout policies, CAPTCHA verification, API key enforcement, and
continuous system monitoring. The architecture emphasizes least-privilege access, regular
patching, and real-time threat detection. Experimental evaluations demonstrated that the
proposed HMIS model outperforms existing approaches in terms of threat detection accu-
racy, security management, and information management, highlighting its effectiveness in
improving resilience against cyberattacks in healthcare environments.

The paper proposed several practical countermeasures to mitigate SQL injection
threats in medical systems, emphasizing the importance of a layered defense strategy.
Infrastructure separation, such as isolating SQL database servers from Internet-facing
web servers through the use of a demilitarized zone (DMZ) and an effective firewall, is
recommended to reduce direct exposure to external attacks [48]. Input or data sanitiza-
tion is identified as a critical preventive measure, where malicious SQL characters are
filtered or safely substituted before query execution to prevent syntactic manipulation of
database commands [49]. The paper also highlights the importance of strict SQL database
permissions, advocating least-privilege access control through role-based permissions and
database views to limit the potential damage of successful injection attempts [50]. Further-
more, reducing customization and reliance on dynamic SQL queries by using stored and
pre-tested procedures is suggested to minimize opportunities for malicious query injection
while improving performance [51]. Finally, system audit and monitoring are recommended
to detect abnormal database behavior, such as unusual query loads or access patterns,
enabling the early identification of potential SQL injection attacks [52].

4.3. Blockchain Based Security Solutions

This qualitative study examined how healthcare organizations build digital resilience
as they digitalize. It identified four interdependent constructs knowledge and resources,
resilience approaches to uncertainty, inter-dependencies, and cyber security resilience, and
argued that digital transformation requires senior-management commitment to balance
resource investment with cyber security risk. Managers are encouraged to adjust their
strategies as knowledge resources and threats evolve. The study provided a clear conceptual
framework linking digital transformation and resilience, offering boards guidance on
aligning investment and security measures [53].

Ref. [40] proposed a combination of a generative adversarial network (GAN) and
blockchain to detect DDoS and spoofing attacks on smart PMDs. The GAN trained a
discriminator to identify abnormal traffic, and the blockchain immutably logged device
identities and alerts. Simulation results showed detection accuracy above 98% across
multiple attack types. High accuracy and low false-positive rates demonstrated the efficacy
of using GANSs with blockchain to secure PMDs. However, experiments were limited to
simulated PMD traffic; real-world deployment may face delays from blockchain transaction
times and require more heterogeneous datasets.

The authors designed a layered smart-healthcare architecture combining blockchain
with Al-based malware analysis [54]. IoT devices sent encrypted data to fog nodes; a
machine-learning module using random forest and logistic regression classifiers achieved
93.14% malware detection accuracy. The blockchain stored hash values of verified transac-
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tions to ensure integrity and auditability. An open issues section highlighted that advanced
attacks such as Rowhammer, buffer overflow, and phishing remained challenging and that
the energy consumption and scalability of blockchain networks needed to be improved.
Integrating AI detection with blockchain provided an auditable and moderately accurate
(~93%) defense against malware in smart healthcare. The architecture is not yet resilient
to sophisticated hardware and social-engineering attacks and still suffers from the high
energy consumption and scalability limitations of conventional blockchain networks.

Ref. [55] introduced a federated-learning scheme that uses secure multi-party com-
putation (SMPC) and blockchain to verify local models and defend against poisoning.
Hospitals trained local models on private data; a blockchain ledger verified the encrypted
model updates and rejected poisoned contributions. Experiments showed that the secure
verification preserved inference time and could recover up to 25% of lost global accuracy
when models were poisoned. The authors planned to design more efficient consensus
mechanisms and support heterogeneous local models.

The authors proposed a secure IoT framework for smart healthcare that applies min-
max scaling [56], the ReliefF algorithm for feature selection, an autoencoder for intrusion
detection, and a temporal convolutional network (TCN) for classification. Blockchain was
used to record transactions and enhance trust among devices. The combination of an
autoencoder and TCN aimed to improve detection accuracy and efficiency. Integrating
advanced feature selection with autoencoder-TCN models enhanced both accuracy and
computational efficiency in a blockchain-secured environment. The paper focused on
simulated data; the computational complexity of combining autoencoders and TCNs with
blockchain was not discussed, and a real-world evaluation was needed.

Ref. [57] proposed a hybrid intrusion-detection model for IoT healthcare networks. Fea-
tures were selected using the Ant-Lion Optimizer, a hybrid convolutional neural network-
LSTM (CNN-LSTM) detected anomalies, and a blockchain recorded events. Simulation
results showed high detection accuracy, precision, Fl-score, and recall, outperforming
baseline models. The authors noted that future work should test the approach on real
hardware and improve efficiency. The hybrid CNN-LSTM with Ant-Lion-based feature se-
lection and blockchain integration achieved superior intrusion-detection performance and
low false positives. However, evaluations were purely simulated; real-world deployment
could reveal latency and resource-consumption issues, and optimization was needed for
deployment on resource-constrained medical devices.

The proposed approach in [58] introduced a permissioned blockchain with a
reputation-based mining (RBM) algorithm and a stacked non-negative autoencoder (SNNA)
to verify data reliability and detect malicious nodes in industrial healthcare systems. Experi-
ments indicated that PBDL achieves higher classification accuracy and lower false positives
than traditional methods while reducing computation and communication overhead thanks
to the permissioned blockchain. Combining a lightweight permissioned blockchain with
deep-learning-based reliability classification yielded efficient and accurate detection of
malicious nodes.

The authors of the framework in Ref. [59] used the Gini index to rank the trustworthi-
ness of nodes and integrated blockchain to detect and punish grayhole/blackhole attacks
in healthcare cyber-physical systems. Simulation results showed that compared with a
baseline BCPS-RPL method, GBG-RPL reduced the packet-loss ratio by 7.18%, increased
residual energy by 11.97%, reduced message overhead by 21.65%, and decreased end-to-end
delay by 28.34%.

https:/ /doi.org/10.3390/app16031511


https://doi.org/10.3390/app16031511

Appl. Sci. 2026, 16,1511

18 of 43

4.4. ML/DL Based Security Solutions

In [60], the authors proposed a quantum machine-learning scheme for classifying
user behavior in IoT networks. A fuzzy Gaussian quantile neural network was combined
with a deep variational adversarial encoder to learn features from user traffic. The model
was evaluated on two cybersecurity datasets: UNSW NB15 and Bot-IoT. On UNSW NB15,
it achieved about 95% overall accuracy and an Fl-score of ~70%, while on Bot-IoT, the
accuracy increased to 98% with an Fl-score of ~275%. Because the paper has been retracted
(issues with authorship and references), its results should be interpreted cautiously. Ref. [61]
developed a blockchain-enabled IoT framework in which a convolutional neural network
(CNN) authenticated users based on biometrics, while the AES cipher protected stored
healthcare data. Using a small real-time dataset (100 subjects), the CNN achieved ~95%
precision/recall /F1 and ~98% overall accuracy. The framework was designed for smart
hospitals, but was tested only in a controlled environment.

The authors built a two-level privacy intrusion-detection system combining homomor-
phic encryption (Paillier), elliptic-curve Diffie-Hellman-Montgomery key exchange, and a
permissioned blockchain. A neural network was trained on actual and encrypted versions
of two datasets: ToN-IoT and IoT-Botnet. With the transformed (encrypted) ToN dataset,
the model attained ~90.86% accuracy; when trained on the actual dataset, it achieved
~94.34% accuracy and a loss of 8.89. For the transformed IoT dataset, the two-level pri-
vacy model reached 99.58% accuracy with low loss (~0.0167%), while the actual dataset
yielded 99.89% accuracy. Class-wise precision, detection rate, and F1-score exceeded 90%,
and the false-acceptance ratio was near zero. The scheme demonstrated high detection
accuracy even when data are encrypted but relied on computationally heavy cryptographic
operations [62].

Ref. [63] introduced a permissioned blockchain framework for securing IoT-based
healthcare systems. It combines a hybrid deep-learning intrusion detector (CNN-LSTM)
with homomorphic encryption, enabling encrypted traffic to be analyzed without de-
cryption. A trust-evaluated network aggregator uses consensus updates and a dynamic
trust rating before committing verified data to the blockchain. The paper focuses on ar-
chitectural design and privacy preservation; while the authors discuss proof-of-concept
experiments that reportedly improved throughput and latency, they do not provide explicit
detection-accuracy or F1-score values.

Ref. [64] proposed GBG-RPL, a blockchain-assisted routing security framework de-
signed to mitigate grayhole and blackhole attacks in healthcare cyber-physical systems.
The approach integrated a Gini-index-based trust evaluation mechanism with a blockchain-
enabled routing protocol to assess node behavior and enforce accountability in IoT-based
healthcare networks. Trust scores derived from packet-forwarding behavior were recorded
on the blockchain, enabling transparent identification and isolation of malicious nodes
without relying on centralized authorities. The framework was evaluated through sim-
ulation, demonstrating improvements in key network performance metrics, including
reduced packet loss, lower end-to-end delay, decreased control overhead, and improved
residual energy compared with conventional RPL-based solutions. The results indicated
that combining lightweight trust metrics with blockchain can enhance routing reliabil-
ity and security in resource-constrained healthcare IoT environments while preserving
network efficiency.

4.5. Al-Based Security Solutions

The proposed study presents an Al-driven architecture for securing IoT healthcare
systems. It integrates elliptic-curve cryptography and an authentication protocol for device
enrollment, then uses a CNN-based intrusion-detection engine with an adaptive LSTM
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classifier. The blockchain layer stores encrypted event logs and trust scores, while a
fuzzy-logic module provides dynamic trust management. Experiments on an intrusion-
detection dataset show that the system detects normal traffic and DoS attacks with about
95% accuracy (e.g., 47,500 of 50,000 normal instances correctly detected and 28,500 of
30,000 DoS instances). Results show F1-scores of 0.95 for all major intrusion classes (DoS,
Probe, R2L, and U2R). These results suggest high accuracy, but they are based on simulated
datasets and may not reflect real-world heterogeneity [65].

Ref. [66] proposed a hybrid artificial intelligence framework for insider threat detec-
tion in hospital information systems (HISs) by integrating rule-based reasoning, machine-
learning classifiers, and deep-learning-based anomaly detection. The framework analyzed
heterogeneous hospital log data, including EHR access records, user activity traces, and
network logs, and extracted behavioral, contextual, and temporal features reflecting nor-
mal and abnormal user actions. A rule engine captured explicit policy violations, while
supervised models such as random forest or SVM identified known misuse patterns, and
an LSTM/GRU-based autoencoder detected subtle temporal deviations in user behavior.
These components were combined using a decision-fusion mechanism to generate final
threat scores. Experimental evaluation using simulated hospital logs showed that the
hybrid design reduced false positives and improved detection robustness compared with
standalone rule-based or machine-learning approaches, highlighting the effectiveness of
combining domain knowledge with data-driven behavioral modeling for insider threat
mitigation in healthcare environments.

The proposed framework examined Al-driven cybersecurity mechanisms for protect-
ing patient data and medical devices in modern healthcare systems, with a particular focus
on threats arising from interconnected Al applications and Internet of Medical Things
(IoMT) devices. The study discussed adversarial attacks on Al models, unauthorized
access to electronic health records, ransomware incidents, and vulnerabilities in connected
medical devices, and analyzed how Al itself can be leveraged for cybersecurity defense.
Techniques such as Al-based anomaly detection, predictive analytics, encryption, authen-
tication mechanisms, and blockchain-assisted data management were reviewed within a
system-level architecture. The paper presented comparative analyses of different cyber-
threat categories and reported effectiveness ranges for Al-based threat detection, anomaly
detection, and predictive analytics based on incident statistics and simulated evaluations.
Opverall, the work emphasized the role of Al as both an attack surface and a defensive tool,
underscoring the need for integrated technical, regulatory, and organizational measures to
enhance cybersecurity resilience in Al-enabled healthcare systems [67].

4.6. Cryptography Based Security Solutions

In this study, the authors designed an IoT architecture where each sensor has a
unique identity stored on a blockchain [68]. A trusted authority issued keys, and an
identity-based signature (IBS) scheme authenticated data, while the hashed data were
stored on a blockchain ledger to ensure confidentiality, integrity, and availability. Security
features included scalability, confidentiality, integrity, access control, data privacy, and
forward/backward secrecy. Swarm storage and AES encryption were used to improve
performance. The architecture combined identity-based cryptography with blockchain
to provide a scalable, privacy-preserving IoT healthcare system and resisted replay and
man-in-the-middle attacks. It relied on a trusted authority to issue keys and store identities;
blockchain and Swarm storage introduced extra latency and overhead.

Ref. [69] focused on secure and privacy-preserving sharing of health data across na-
tional borders. It introduced the SECANT framework, which combines proxy re-encryption,
zero-knowledge proofs, and identity-based encryption to protect patient data and support
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granular access control. The framework incorporated a privacy manager that anonymized
data before storage and used a hybrid encryption scheme to allow authorized parties to
re-encrypt data without decrypting it. A modular architecture and performance evaluation
showed that proxy re-encryption can be integrated into eHealth systems while respecting
regulatory requirements.

The authors proposed a quantum-enabled security architecture in which a quantum
feed-forward neural network (QFNN) was embedded within a quantum-protected health-
care data communication unit. Quantum encryption was used to generate unconditionally
secure keys, and the QFNN detected malicious requests before data transmission began.
Experiments on four breach datasets show that incorporating quantum encryption and
QFNN can increase detection accuracy compared with classical systems [70].

Mittal et al. designed an IoT architecture in which each medical sensor and doctor
had a unique identity. Data were encrypted using identity-based encryption and decrypted
by the intended recipient through a role-based proxy decryption (RBPD) method. The au-
thors compared encryption/decryption time and energy consumption with conventional
RSA /AES and reported that the proposed scheme reduced decryption time and power
usage because only authorized attributes were decrypted. The architecture ensures forward
secrecy and fine-grained access control without the need for repeated key distribution [71].

Rasheed and Kumar presented three lightweight encryption schemes tailored to
resource-constrained IoT healthcare devices. The first uses a hybrid Q-matrix Fibonacci
sequence combined with a one-dimensional hyper-chaotic system to improve confusion
and diffusion; the second combines a 1D logistic-sine chaotic map; and the third ap-
plies a combined transformation and expansion (CTE) scheme. The schemes were eval-
uated using metrics such as unified average changed intensity (UACI), number of pixel
change rate (NPCR), and cross-entropy, showing near-ideal values and low computational
overhead [72].

Shinde et al. [73] proposed a cross-layer security framework that encrypts data at the
MAC, network, and application layers and uses elliptic-curve cryptography for authentica-
tion. A trust-based routing mechanism mitigates blackhole and replay attacks. Simulations
in NS-3 demonstrated improvements in packet delivery ratio, throughput, and energy
efficiency compared with baseline routing. The study suggested that combining crypto-
graphic techniques across layers can enhance security in smart-healthcare networks.

Table 3 presents a comparative analysis of existing cybersecurity approaches for health-
care systems, summarizing each study’s method and technique, target problem and net-
work model, dataset, evaluation metrics, and the key advantages and limitations reported.

The effectiveness of cybersecurity countermeasures in healthcare varies significantly
depending on the threat model, system architecture, and deployment environment. Cryp-
tographic techniques are highly effective in ensuring data confidentiality and integrity, but
offer limited protection against insider threats and advanced persistent attacks. Machine
learning-based intrusion detection systems demonstrate strong performance in identifying
anomalous behavior and malware; however, their effectiveness can degrade due to data
imbalance, concept drift, and limited availability of labeled datasets. Blockchain-based
solutions enhance data integrity, traceability, and auditability, yet their scalability and
latency remain challenging in large-scale healthcare deployments. Zero-trust architectures
provide comprehensive protection by enforcing continuous verification and least-privilege
access, particularly against insider threats, although their effectiveness depends on correct
policy configuration and system integration. Hybrid approaches that combine multiple
techniques generally offer higher overall effectiveness but introduce additional complexity
and operational overhead.
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Table 3. Comparison of existing cyber security approaches in healthcare systems.
. Problem Network Evaluation N
Ref & Year ~ Methods Techniques Focus Model Dataset Metrics Advantages  Limitations
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4.7. Research Gaps in Existing Literature

The reviewed literature proposes a variety of blockchain-enabled, cryptographic, and

machine-learning methods for protecting healthcare IoT systems, yet several clear research

gaps remain:

e Lack of real-world validation and cross-domain generalization: Most intrusion-

detection or anomaly-detection frameworks are evaluated on synthetic or proprietary

datasets. For example, a recent Al-driven IDS achieved high accuracy on NSL-KDD,

but further tuning was needed to detect more complex attacks and operate with low

latency. Others acknowledge that pilot deployments are required to test scalability and

compliance in clinical settings. Real-world experiments, cross-institutional datasets,

and longitudinal studies would strengthen evidence.
*  Scalability and energy efficiency of blockchain-based solutions: Papers report strong

security but also high computational overhead and transaction latency. Future work calls
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for optimizing consensus mechanisms and partitioning techniques to handle growing
healthcare data volumes. Lightweight blockchains or off-chain strategies are needed to
support resource-constrained medical devices without compromising security.

¢ Handling heterogeneous and complex threat landscapes: Many IDSs focus on
DoS/grayhole attacks and assume homogeneous sensor networks. One study ex-
plicitly highlighted that improving detection rates for more complex intrusions and
reducing latency should be targeted. Broader threat models (e.g., multi-vector at-
tacks, insider threats, side-channel exploits) and datasets reflecting diverse IoT devices
are required.

¢  Privacy-preserving analytics and decentralized identity management: Several ap-
proaches rely on centralized key authorities or share raw data among participants.
The survey on blockchain-Al integration identified privacy-preserving techniques
(differential privacy, secure multi-party computation) as an area for future research. De-
veloping self-sovereign identity frameworks and integrating zero-knowledge proofs
could minimize trust assumptions.

e Integration of quantum technologies: Quantum-based cryptography frameworks are
proposed but remain largely conceptual and lack practical evaluation. Research should
explore how quantum key distribution or quantum-secure algorithms can interoperate
with existing healthcare blockchains and IoT devices.

e  Explainability and regulatory compliance: High-accuracy deep-learning models often
behave as black boxes. There is little discussion on explainable Al to support clini-
cal decision-making or on how systems meet regulations such as HIPAA or GDPR.
One review emphasizes the need for regulatory compliance to be addressed before
widespread adoption of localhost. Future work should incorporate interpretable
models and formal compliance checking.

¢ Dynamic trust management and user-centric design: Although some frameworks
incorporate trust scores or fuzzy logic, they do not account for changing contexts,
biases, or the needs of clinicians and patients. More research is needed on adaptive
trust management, human-factor evaluations, and usability studies to ensure secure
systems are acceptable in practice.

In summary, while existing work demonstrates promising detection accuracy and se-
cure architectures, significant research is still needed on real-world deployment, scalability,
heterogeneous attack coverage, privacy preservation, quantum integration, explainable Al,
and regulatory compliance.

Figure 5 illustrates the distribution of reported data breach threats in the U.S. health-
care sector from the year 2023. Ransomware constituted the largest share, accounting for
46% of reported incidents, highlighting its dominance as a primary cyber threat. Phish-
ing attacks followed at 25%, reflecting the continued exploitation of human vulnerabil-
ities. Insider threats represented 7% of cases, while application misconfigurations and
unsecured databases each contributed 5%, indicating persistent weaknesses in system
configuration and data management practices. The remaining 11% fell under other attack
categories, underscoring the diverse and evolving nature of cyber risks faced by healthcare
organizations [74].

Long-term healthcare data breach statistics reported by the HIPAA Journal reveal a
sustained and accelerating increase in the scale of cybersecurity incidents affecting the
U.S. healthcare sector over the past decade and a half. As shown in Figure 6, the number
of exposed healthcare records remained relatively low between 2009 and 2014, reflecting
fewer large-scale digital breaches during the early adoption of electronic health systems.
However, from 2015 onward, the volume of compromised records rose steadily, followed
by a sharp escalation after 2020, coinciding with increased digitization, cloud adoption,
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and the proliferation of ransomware attacks. The trend peaked in 2024, with approximately
276 million records exposed, before declining in 2025 to around 57 million records. De-
spite this reduction, the overall trajectory demonstrates a persistent and growing threat
landscape, characterized by periodic large-scale breach events [75].

Data Breach Threats by Percentage of
Reported Cases

£\

= Ransomware m Phishing Insider Threats

® App Misconfiguration = Unsecured Databases m Other

Figure 5. Distribution of data breach threats in the U.S. healthcare system by percentage of reported cases.
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Figure 6. Trend of reported healthcare data breaches in the United States based on the number of
breached records over the period 2011-2025.

Beyond the increasing scale of breaches, their economic impact on healthcare orga-
nizations remains exceptionally high [75]. As illustrated in Figure 7, the average cost of
a healthcare data breach in 2025 reached approximately USD 7.42 million, substantially
exceeding the global all-industry average of USD 4.44 million. This persistent cost dispar-
ity reflects the sensitivity of healthcare data, extended breach detection and containment
timelines, regulatory penalties, and the operational disruption caused by cyber incidents.
Although the average cost has shown a modest decline compared to previous years, health-
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care continues to be the most financially impacted sector, underscoring the critical need for

proactive cyber security measures and robust data privacy protections.

MEDIAN INDIVIDUALS AFFECTED BY A HEALTHCARE DATA BREACH
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Figure 7. Year-wise distribution of reported healthcare data breach incidents in the United States

from 2011 to 2025.

Table 4 categorizes major cybersecurity threats in healthcare environments by attack

type, description, and threat origin. It distinguishes between insider and outsider threats

to provide a structured view of the healthcare threat landscape. In addition, the table

highlights how both technical weaknesses and human factors contribute to healthcare

security breaches. By separating threats based on origin and intent, it provides a foundation

for designing targeted mitigation and access control strategies.

Table 4. Classification of cyber security threats in healthcare IT systems.

Threat Category Threat Type Description Insider/Outsider
Encrypt clinical and administrative
Malware Attacks Ransomware data to extort ransom, often disrupting Outsider
hospital operations and patient care
Covertly gather sensitive patient or
Malware Attacks Spyware/Trojan credential data for unauthorized access Outsider
or illicit use
. . Intercept communications between
Network-Based Attacks Ma'n—m—the—Mlddle medical devices, clinicians, and servers, Outsider
(MitM) . . .
enabling data manipulation or theft
Denial-of-Service Flood healthcare networks or services,
Network-Based Attacks causing downtime and delaying Outsider
(DoS/DDoS) .. .
clinical services
Attempt repeated username—password
Credential-Based Attacks  Brute Force Attacks combinations to gain unauthorized Outsider

system access
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Table 4. Cont.

Threat Category

Threat Type Description Insider/Outsider

Credential-Based Attacks

Use phishing or malware to obtain
Credential Theft healthcare staff credentials, enabling Insider/Outsider
unauthorized access

Insider Threats

Authorized personnel deliberately
Malicious Insider misuse access to steal, alter, or disclose Insider
sensitive patient data

Insider Threats

Unintentional exposure of data due to

System Vulnerabilities

Negligent Insider poor security practices or policy Insider
violations

Exploitation of Legacy Target outdated healthcare systems .
lacking modern security controls or Outsider

Systems timely patches

Cloud and Data Threats

Unauthorized disclosure of EHRs due
Data Leakage to misconfigurations or weak access Insider/Outsider
control mechanisms

4.8. Vulnerabilities in Healthcare Systems
Common vulnerabilities documented in the literature include:

¢ Outdated medical devices with un-patched software: Healthcare environments rely
heavily on legacy medical devices such as infusion pumps, imaging systems, and pa-
tient monitors that often run on outdated operating systems and firmware [76]. Many
clinical devices, such as imaging systems, infusion pumps, patient monitors, and
laboratory equipment, rely on legacy operating systems that cannot be easily updated
due to vendor restrictions, certification requirements, or the risk of disrupting clinical
operations. As a result, known vulnerabilities remain unaddressed for extended pe-
riods, making these devices attractive targets for cyber attacks. Un-patched systems
are particularly susceptible to malware infections, ransomware, and network-based
attacks [77], which can compromise device functionality, patient data confidentiality,
and overall hospital operations. Furthermore, outdated devices often lack modern
security mechanisms such as strong encryption, secure authentication, and intru-
sion detection capabilities [78]. Given their direct integration into clinical workflows,
the exploitation of such vulnerabilities can have severe consequences, including service
disruption, data breaches, and risks to patient safety. Addressing this issue requires co-
ordinated efforts involving timely patch management, network segmentation, vendor
accountability, and the gradual replacement of legacy medical devices with security-by-
design alternatives.

As a result, un-patched medical devices are commonly associated with ransomware
infections, malware propagation, remote code execution, and denial-of-service (DoS)
attacks, which can disrupt clinical operations and compromise patient safety.

*  Network Mis-configurations: Network mis-configurations represent a critical vulnera-
bility in healthcare systems, arising from improper setup of firewalls, access controls,
segmentation policies, and communication protocols [79]. Common issues include
overly permissive access rules, exposed services, default credentials, and insufficient
network segmentation between clinical, administrative, and IoT device networks.
Such weaknesses can enable attackers to move laterally within hospital networks,
escalate privileges, and access sensitive patient data. Given the complexity and scale
of healthcare IT infrastructures, mis-configurations are often unintentional [80] but can
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significantly increase the likelihood and impact of cyber incidents if not systematically
identified and corrected. These weaknesses often enable man-in-the-middle (MitM)
attacks, lateral movement, privilege escalation, and data ex-filtration, allowing adver-
saries to intercept sensitive data or compromise multiple systems simultaneously.
Default system credentials: The continued use of default or weak system credentials
remains a critical security weakness in healthcare environments [81]. Many medical
devices, network equipment, and healthcare applications are deployed with vendor-
provided default usernames and passwords that are rarely changed due to operational
oversight or usability concerns. Attackers commonly exploit these credentials through
automated scanning and brute-force techniques to gain unauthorized access. Once
compromised, default credentials can enable attackers to manipulate device function-
ality, access sensitive health data, or deploy malicious software [82]. Addressing this
vulnerability requires enforcing strong authentication policies, mandatory credential
changes, and the adoption of multi-factor authentication where feasible.

This vulnerability is frequently linked to brute-force attacks, credential stuffing, unau-
thorized system access, and insider-assisted breaches, ultimately leading to data theft,
system manipulation, or ransomware deployment.

Insecure Firmware: Insecure firmware is a critical vulnerability in healthcare systems,
as it operates at a low level and directly controls the behavior of medical devices,
network equipment, and embedded systems [83]. When firmware is poorly designed,
outdated, unsigned, or lacks integrity verification, attackers can exploit it to gain
persistent and often undetectable access to devices. Compromised firmware is par-
ticularly dangerous in healthcare because it can survive system reboots and software
updates, allowing long-term control over critical devices such as infusion pumps,
imaging systems, patient monitors, and IoMT gateways.

This vulnerability can enable several types of attacks. Firmware without secure boot
or cryptographic signing can be modified to install backdoors, leading to advanced
persistent threats (APTs) within hospital networks. Attackers may exploit insecure
firmware update mechanisms to inject malicious code, resulting in device hijacking
or malware propagation across connected systems [84]. In some cases, compromised
firmware can be used to manipulate device behavior, causing data integrity attacks
(e.g., falsifying patient readings) or denial-of-service (DoS) attacks that disrupt clinical
operations. Additionally, insecure firmware may facilitate lateral movement, allowing
attackers to pivot from a compromised medical device to other critical healthcare IT
infrastructure [12].

Unencrypted data storage or transmission: The absence of encryption for data at
rest or in transit exposes sensitive healthcare information to unauthorized access and
interception. Patient records, credentials, and operational data stored or transmitted in
plain text can be easily captured by attackers monitoring network traffic or accessing
compromised storage systems [85]. This vulnerability directly enables man-in-the-
middle (MitM) attacks, eavesdropping, and data leakage, and can also support identity
theft and credential harvesting. In clinical systems, unencrypted communications
between devices and servers may further allow attackers to alter or inject data, leading
to data tampering and potential disruption of medical decision-making processes.
Legacy systems lacking modern security controls: Legacy healthcare systems often
operate on outdated platforms that lack contemporary security mechanisms such
as strong encryption, fine-grained access control, continuous monitoring, and com-
patibility with modern authentication protocols [86]. These systems are frequently
retained due to high replacement costs, regulatory constraints, or dependence on
specialized clinical workflows. However, their limited security capabilities make them
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attractive targets for cyber adversaries. The absence of modern protections increases
susceptibility to ransomware attacks, where attackers exploit known weaknesses to
encrypt critical clinical data and disrupt healthcare operations [87]. Legacy systems
are also vulnerable to unauthorized access and privilege escalation attacks, as they
often lack support for multi-factor authentication and robust logging mechanisms [88].
Additionally, outdated protocols and unsupported software components can enable
man-in-the-middle attacks, allowing adversaries to intercept or manipulate sensitive
healthcare data during transmission. As healthcare infrastructures continue to inte-
grate digital services, the continued reliance on legacy systems significantly amplifies
the overall cyber risk profile of healthcare organizations [53].

Research findings show that attackers can exploit weaknesses in device firmware,

communication channels, and application layers to infiltrate network infrastructures and

gain control of medical operations. Table 5 presents a mapping between key healthcare vul-

nerabilities (e.g., legacy systems, mis-configurations, weak credentials) and their associated
attack types and MITRE ATT&CK tactics.

Table 5. Mapping of healthcare system vulnerabilities to attack types and MITRE ATT&CK tactics.

Healthcare Vulnerability

Associated Attack Types

MITRE ATT&CK Tactics

Healthcare Examples

Outdated medical devices
with unpatched software

Ransomware, malware
injection, remote code
execution

Initial Access, Execution,
Persistence

Legacy infusion pumps and
imaging systems running
outdated operating systems
have been exploited during
ransomware campaigns such
as WannaCry, causing service
disruption in hospitals

Man-in-the-middle

Lateral Movement,

Improperly segmented hospital
networks allow attackers to
pivot from compromised

Ef:r(])irfl: urations attacks, lateral movement, Credential Access, workstations to electronic
& data exfiltration Collection health record (EHR) systems,
enabling large-scale data
breaches
Medical devices and
Unauthorized access administrative systems
Default system L L Initial Access, Privilege deployed with factory-default
. privilege escalation, .
credentials Escalation passwords have enabled

insider misuse

attackers to gain unauthorized
access to clinical systems

Insecure firmware

Persistent malware,
backdoor installation,

Persistence, Defense
Evasion

Unverified firmware updates
in medical devices can allow
attackers to implant persistent
backdoors that survive system

stealth attacks reboots, posing long-term risks
to patient safety
Unencrypted transmission of
. patient data over internal
Eavesdropping, data .
hospital networks has resulted
Unencrypted data storage leakage, . . . .
o : . Collection, Exfiltration in exposure of personally
or transmission man-in-the-middle . ” . .
attacks identifiable information (PII)

and protected health
information (PHI)
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Table 5. Cont.

Healthcare Vulnerability

Associated Attack Types MITRE ATT&CK Tactics Healthcare Examples

Legacy systems lacking
modern security controls

Older healthcare information

o systems lacking MFA,
Exploit-Kit-based attacks, ysem 5
y endpoint protection, or
Ransomware, exploitation - . . . .
Initial Access, Impact intrusion detection remain

of known vulnerabilities,

denial-of-service highly vulnerable to modern

ransomware and
denial-of-service attacks

5. Internet of Things (IoMT) Medical Devices and Equipment

One of the major vulnerabilities in healthcare systems involves Internet of Medical
Things (IoMT) medical devices and equipment, which are often poorly protected due
to hardware and software limitations. These devices, which include medical imaging
equipment, monitoring devices, and other critical equipment, can become tools for attacks
and even harm patients if compromised by hackers. Protecting these devices requires
specific standards and frequent software updates, which unfortunately are still not fully
implemented in many healthcare facilities.

The software used in healthcare information systems, especially outdated or poorly
updated software, is highly susceptible to security vulnerabilities that can be exploited by
attackers [89]. The lack of effective update management and security patching policies
increases this risk and makes systems vulnerable to a variety of malicious attacks,
including network intrusion and malicious code execution. Therefore, implementing
regular update processes and closely monitoring the security status of software are
inevitable necessities.

The Internet of Medical Things (IoMT) has emerged as a transformative paradigm in
modern healthcare by enabling interconnected medical devices, wearable and implantable
sensors, gateways, cloud platforms, and healthcare information systems to deliver real-time
monitoring and personalized care. Despite these benefits, the increased connectivity and
heterogeneity of IoMT ecosystems significantly expand the attack surface, making cyber
security a critical challenge for healthcare systems [90].

As shown in Figure 8, smart healthcare environments integrate mobile health apps,
patient monitoring devices, emergency response services, and hospital information systems
to support continuous care delivery. IoMT architectures typically consist of resource-
constrained medical devices, wireless communication technologies (e.g., Bluetooth, Wi-Fi,
cellular networks), edge gateways, and cloud-based analytics platforms. Each architectural
layer introduces unique security vulnerabilities. According to Papaioannou et al., IoMT de-
vices often lack strong computational capabilities and robust built-in security mechanisms,
rendering them vulnerable to both internal and external cyber threats [30]. These limitations
are further aggravated by long device life-cycles and infrequent firmware updates.

Cybersecurity threats in [oMT span multiple layers of the system. Device-level threats
include physical tampering, firmware manipulation, and malware injection, which can
directly compromise device functionality and patient safety. At the network level, attacks
such as eavesdropping, spoofing, man-in-the-middle, replay, and denial-of-service attacks
threaten the confidentiality, integrity, and availability of medical data transmissions [30].
System- and application-level threats target electronic health records, hospital networks,
and cloud infrastructures, often resulting in data breaches and ransomware incidents [90].
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Figure 8. Internet of Medical Things (IoMT).

Unlike traditional IT systems, cyberattacks on IoMT environments can have severe
physical consequences. Compromised medical devices may deliver incorrect dosages, delay
critical treatment, or malfunction during life-support operations. Recent studies emphasize
that healthcare systems constitute a form of critical infrastructure where cyber incidents
can escalate into life-threatening situations [91]. This tight coupling between cyber systems
and physical patient outcomes distinguishes IoMT security from conventional information
security domains.

Privacy and data protection are also major concerns in IoMT ecosystems. Continu-
ous collection of sensitive physiological and behavioral data exposes patients to risks of
unauthorized access, identity theft, and data misuse. Medical data are considered highly
valuable in underground markets, making healthcare organizations attractive targets for
cybercriminals [30]. Although regulatory frameworks such as HIPAA and GDPR impose
strict data protection requirements, enforcing compliance remains challenging due to
interoperability requirements and cross-border data exchange.

Recent research highlights that conventional perimeter-based security mechanisms
are insufficient for [oMT environments. Instead, a layered and security-by-design approach
is required, incorporating lightweight cryptographic techniques, continuous monitoring,
intrusion detection, and adaptive risk management frameworks [92]. Such approaches aim
to balance strong security guarantees with the limited computational and energy resources
of medical devices.

Recent research indicates that conventional perimeter-based security mechanisms are
insufficient for the dynamic and resource-constrained Internet of Medical Things (IoMT)
environment. Consequently, existing studies advocate a layered, security-by-design ap-
proach that integrates lightweight cryptography with continuous monitoring, intrusion
detection, and adaptive risk-management frameworks. To address computational and
energy limitations of medical devices, several lightweight cryptographic techniques have
been proposed, including hyperchaotic map-based encryption combined with Fibonacci Q-
matrix operations, logistic parity-based chaotic encryption, and combined transformation
and expansion (CTE) schemes for efficient data confidentiality in IoMT systems. In paral-
lel, proxy re-encryption mechanisms leveraging elliptic-curve cryptography (ECC), such

https://doi.org/10.3390/app16031511


https://doi.org/10.3390/app16031511

Appl. Sci. 2026, 16,1511

30 of 43

as Ed25519- and X25519-based lightweight proxy re-encryption, have been employed to
enable secure and flexible data sharing with low computational overhead [69]. Further-
more, identity-based proxy re-encryption (IB-PRE) schemes have been explored to reduce
key-management complexity while achieving lower encryption, decryption, and energy
consumption compared to traditional public-key approaches [71]. At the network level,
ECC-based lightweight authentication and encryption integrated into cross-layer secure
routing protocols have demonstrated improved energy efficiency and reduced crypto-
graphic overhead in loMT-enabled healthcare networks [73]. Collectively, these approaches
aim to balance strong security guarantees with the stringent computational, memory,
and energy constraints inherent to medical and wearable devices.

5.1. Zero-Trust Brokerage Between IoMT Devices and EHR Systems

In healthcare systems and Internet of Medical Things (IoMT) environments, zero-trust
architecture (ZTA) works by removing the assumption that any user, device, or network
segment can be trusted by default. Instead of relying on a secure perimeter, access decisions
are made dynamically based on identity, context, and observed behavior. Clinicians, admin-
istrative users, and connected medical devices must authenticate each time they request
access, and permissions are limited strictly to what is required for their role. Medical
devices are treated as individual entities with their own identities and are continuously
assessed for compliance, such as firmware status or abnormal communication patterns.
Hospital networks are also divided into smaller, isolated segments, ensuring that a compro-
mised device or account cannot freely move across systems. Data exchanges are protected
using encrypted communication channels, while ongoing monitoring helps identify un-
usual activity that may indicate insider misuse or device compromise. Through these
combined measures, ZTA strengthens security in healthcare and IoMT systems by reducing
attack surfaces and limiting the impact of both internal and external threats.

Recent empirical investigations have demonstrated the practical effectiveness of zero-
trust architecture (ZTA) within healthcare environments. For example, real-world deploy-
ments in large healthcare institutions have reported notable reductions in security incidents
following the adoption of micro-segmented network designs, with some organizations
observing breach reductions of approximately 40% after implementation [93]. Broader
longitudinal analyses across multiple U.S. hospitals further indicate that ZTA significantly
reduces ransomware dwell time, decreasing persistence periods from several weeks to only
a few days by enforcing continuous verification and least-privilege access controls [94].
Evidence from Internet of Medical Things (IoMT) deployments also supports these find-
ings. Large-scale implementations involving thousands of connected medical devices have
achieved high compliance levels and demonstrated increased resistance to phishing and
credential-based attacks through behavior-aware authentication mechanisms [95]. Fed-
erated learning pilots conducted across multi-hospital consortia have demonstrated up
to an 85% improvement in threat-detection performance, while enabling collaborative
model training without direct exposure of sensitive patient data [96]. Collectively, these
empirical outcomes suggest that ZTA not only strengthens healthcare cybersecurity posture
but also delivers measurable economic benefits by reducing the financial impact of major
security breaches.

Figure 9 illustrates a zero-trust architecture governing secure interactions between
Internet of Medical Things (IoMT) devices and electronic health record (EHR) systems.
In this architecture, IoMT assets, user devices, and applications are treated as untrusted by
default and must undergo continuous authentication and authorization before accessing
enterprise healthcare resources. The control plane comprises identity and access man-
agement, data and endpoint security services, and policy decision components (policy
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engine and policy administrator) that dynamically evaluate trust based on device pos-
ture, user identity, and contextual attributes. The data plane enforces these decisions
through policy enforcement points, regulating access to EHR databases and clinical ap-
plications in accordance with least-privilege principles. This design ensures continuous
verification, minimizes lateral movement, and protects sensitive patient data throughout
IoMT-EHR communication.

Zero Trust Architecture Control Plane
Core Components

Policy Engine(s)

Policy Administrator(s)

Management API
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Point(s) %’@
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Figure 9. Zero-trust architecture between IoMT and EHR.

Overall, ensuring cybersecurity in IoMT systems requires a holistic strategy that inte-
grates technical safeguards, organizational policies, and regulatory compliance. As IoMT
adoption continues to grow, future research must focus on resilient architectures and proac-
tive defense mechanisms to safeguard patient safety, privacy, and trust in digital healthcare
systems [90,92].

5.2. Research Gaps and Open Challenges in IoMT Cyber Security

Despite significant progress in identifying threats and proposing countermeasures,
cyber security in the Internet of Medical Things (IoMT) remains an open and evolving
research area. Existing studies largely focus on threat classification and conceptual se-
curity frameworks, while practical, scalable, and clinically deployable solutions are still
limited [30,92].

1. Resource Constraints and Lightweight Security: One of the fundamental chal-
lenges in IoMT security is the severe resource limitation of medical devices, in-
cluding constrained processing power, memory, and battery life. Many conven-
tional cryptographic and intrusion detection mechanisms designed for traditional
IT systems are unsuitable for implantable or wearable medical devices [30]. Al-
though lightweight cryptographic schemes have been proposed, there is still a lack of
standardized, clinically validated solutions that balance security, energy efficiency,
and real-time responsiveness.

2. Security versus Safety Trade-offs: A critical research gap lies in the interaction between
cyber security and patient safety. Security mechanisms such as frequent authentication,
encryption, or firmware updates may introduce latency or operational disruptions

https:/ /doi.org/10.3390/app16031511


https://doi.org/10.3390/app16031511

Appl. Sci. 2026, 16,1511

32 0f43

that are unacceptable in life-critical medical applications. Current literature often
treats security and safety as separate concerns, whereas IoMT systems require inte-
grated frameworks that explicitly model and manage their inter-dependencies [92].
Establishing formal methods to evaluate the safety impact of security controls remains
an open challenge.

Lack of Real-World Validation and Deployment Studies: Most existing IoMT security
solutions are evaluated through simulations or small-scale testbeds. There is a no-
table lack of real-world deployment studies demonstrating long-term effectiveness,
usability, and resilience in clinical environments [90]. Healthcare organizations op-
erate under strict regulatory, operational, and financial constraints, which are often
overlooked in academic research. Bridging the gap between laboratory research and
hospital-scale implementation is essential.

Heterogeneity and Interoperability Challenges: IoMT ecosystems are inherently het-
erogeneous, comprising devices from multiple vendors, legacy medical equipment,
diverse communication protocols, and cloud services. This heterogeneity complicates
the enforcement of uniform security policies and consistent patch management [30].
Interoperability requirements often force security compromises, creating weak links
that attackers can exploit. Future research must address secure interoperability with-
out sacrificing compatibility or clinical usability.

Limited Incident Reporting and Threat Intelligence Sharing: Another major gap is the
lack of transparent incident reporting and shared threat intelligence in the healthcare
sector. Cyber incidents involving medical devices are often under-reported due to
reputational concerns and regulatory implications [90]. This limits the availability
of real-world attack data, hindering the development of accurate threat models and
evidence-based defense mechanisms.

Regulatory and Compliance Challenges: While regulatory bodies such as the FDA
and European MDR emphasize cyber security, regulations often lag behind rapidly
evolving threats. Existing standards provide high-level guidance but lack detailed
technical specifications for secure-by-design IoMT systems [92]. Moreover, global
variations in regulatory requirements complicate cross-border IoMT deployments and
data sharing, highlighting the need for harmonized cyber security standards.
Emerging Threats and Future Technologies: The increasing integration of Al, cloud
computing, and edge intelligence into IoMT introduces new attack vectors, including
data poisoning, model inversion, and adversarial learning attacks. Current IoMT secu-
rity literature provides limited coverage of these emerging threats [92]. As healthcare
systems move toward data-driven and autonomous decision-making, securing both
data and learning processes becomes a critical research priority.

Need for Proactive and Adaptive Security Frameworks: Most existing approaches
focus on reactive defenses, such as detecting known attacks or patching vulnerabili-
ties after discovery. There is a growing need for proactive, adaptive, and risk-aware
security frameworks capable of anticipating threats and responding dynamically to
changing attack surfaces [91]. Incorporating continuous monitoring, threat intelli-
gence, and adaptive defense mechanisms remains an open research challenge.

6. Impact of Cyber Threats on Patient Safety and Operations

Cyber attacks are not limited to financial or privacy risks; they may directly disrupt

clinical operations, delay treatment, and affect diagnosis accuracy. Studies report that
healthcare attacks can compromise medical sensors, modify patient data, manipulate drug
dosage settings, or disable diagnostic equipment. Cyber security breaches in healthcare
have severe consequences for patient data confidentiality, integrity, and availability. Unau-
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thorized access to electronic health records (EHRs) can expose highly sensitive information,
including medical histories, diagnoses, insurance details, and personal identifiers, leading
to identity theft, insurance fraud, and long-term privacy violations [97]. Data manipulation
or loss resulting from cyber attacks, such as ransomware or insider misuse, can compro-
mise data integrity, potentially causing clinical errors, delayed treatments, or incorrect
medical decisions that directly threaten patient safety. Moreover, large-scale data breaches
undermine patient trust in healthcare providers and digital health technologies, which may
reduce patient engagement and willingness to share accurate information [98].

Recent industry evidence further quantifies the substantial economic impact of cyber-
security breaches in healthcare systems. According to the Cost of a Data Breach Report
2025, published by the Ponemon Institute in collaboration with IBM, the global average
cost of a data breach reached USD 4.44 million, marking a slight decline compared to
previous years due to faster breach detection enabled by Al-driven security tools. Despite
this global reduction, the healthcare sector continues to be the most financially affected
industry, recording an average breach cost of USD 7.42 million, the highest among all
sectors for the twelfth consecutive year. In addition, the average cost per compromised
record remains high, with sensitive personal data such as customer and patient personally
identifiable information (PII) costing approximately USD 160-166 per record, depending
on data type [99].

The disproportionately high breach costs in healthcare are primarily attributed to
extended breach life-cycles, with healthcare incidents taking an average of 279 days to
identify and contain, significantly longer than the global average. Additional cost drivers
include regulatory fines, which affected nearly one-third of breached organizations, opera-
tional disruptions to critical clinical services, and extensive post-breach response efforts,
such as forensic investigations, patient notification, credit monitoring, and long-term
infrastructure remediation.

These findings demonstrate that cyber security breaches in healthcare are not merely
technical failures or privacy violations but represent a persistent economic and operational
risk. Consequently, quantifying breach costs reinforces the urgency of deploying robust cy-
ber security architectures, privacy-preserving data management frameworks, and proactive
threat detection mechanisms, particularly in data-intensive and mission-critical healthcare
environments [99].

From an organizational perspective, breaches involving patient data often result in
substantial financial losses, regulatory penalties under frameworks such as HIPAA and
GDPR, legal liabilities, and long-term reputational damage. However, despite their shared
objective of protecting sensitive health information, HIPAA and GDPR differ considerably
in their technical and operational requirements, including breach-notification timelines,
encryption expectations, and patient or data-subject rights. To clarify these distinctions and
their implications for healthcare cyber security system design, a comparative overview of
HIPAA and GDPR is provided in Table 6.

Recent industry reports provide concrete evidence of the substantial economic con-
sequences associated with cyber security breaches in healthcare systems. According to
the 2023 Cost of a Data Breach report published by the Ponemon Institute in collaboration
with IBM, the average cost per compromised record across all industries is approximately
USD 165. Notably, the healthcare sector continues to incur the highest breach-related costs,
with an average total cost of USD 10.93 million per incident, significantly exceeding other
critical sectors such as finance and energy.

These elevated costs stem from several healthcare-specific factors. First, healthcare
organizations typically experience longer breach identification and containment times,
often exceeding 300 days, due to complex legacy systems, heterogeneous medical devices,
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and fragmented IT infrastructures. Second, breaches frequently result in regulatory and
legal penalties, driven by strict compliance requirements under healthcare data-protection
regulations. Third, cyber security incidents can directly disrupt clinical operations, leading
to delayed treatments, diversion of emergency services, and temporary system shutdowns,
which further amplify financial losses and reputational damage. Finally, extensive post-
breach remediation efforts, including system recovery, forensic investigations, patient
notification, credit monitoring, and long-term security upgrades, contribute significantly to
the overall economic impact.

Table 6. Technical and operational comparisons of HIPAA and GDPR in healthcare data protection.

Aspect HIPAA GDPR

o U.S.-based healthcare providers, All organizations processing
Scope of Applicability insurers, and business associates personal data of EU residents
Type of Data Covered Protected Health Information (PHI) Personal data and special category

data, including health data

Breach Notification Window

Within 60 days of breach discovery

Within 72 h of breach discovery

Encryption Requirement

Addressable safeguard;
recommended but not mandatory

Explicitly encouraged through
encryption and pseudonymization

Access Control

Role-based access controls required

Principle of least privilege and
access minimization

Data Minimization

Not explicitly defined

Explicitly mandated as a
core principle

Patient/Data Subject Rights

Right to access and amend records

Rights to access, rectification, erasure,
and data portability

Cross-Border Data Transfer

No explicit restrictions

Strict controls requiring adequacy
decisions or safeguards

Penalties for Non-Compliance

Civil and criminal penalties with
capped fines

Fines up to EUR 20 million or 4% of
global annual turnover

Privacy by Design

Not explicitly required

Explicitly mandated by regulation

Cybersecurity data breaches involving patient data have far-reaching consequences for
individuals, healthcare organizations, and the broader health ecosystem. When electronic
health records (EHRs) are compromised, highly sensitive information such as medical his-
tories, diagnoses, insurance details, and personal identifiers may be exposed [100]. Unlike
financial data, medical data cannot be easily changed, making it particularly valuable for
identity theft, insurance fraud, and long-term misuse. Patients affected by data breaches
often experience loss of privacy, emotional distress, and a decline in trust toward healthcare
providers, which can discourage them from fully disclosing information necessary for
effective medical care.

Beyond patient-level harm, breaches significantly disrupt healthcare operations and
clinical workflows [101]. Cyber attacks such as ransomware can render hospital information
systems unavailable, forcing delays or cancellations of appointments, diagnostic procedures,
and even critical treatments. In extreme cases, system outages may require providers to
revert to manual processes, increasing the likelihood of medical errors and compromising
patient safety. Studies have shown that cyber incidents in healthcare are associated with
increased mortality rates and adverse clinical outcomes, underscoring that cyber security is
not only an IT concern but also a patient safety issue.

From an organizational perspective, data breaches impose substantial financial and
legal burdens on healthcare institutions. Costs arise from incident response, forensic
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investigations, system restoration, regulatory penalties, and potential litigation. Healthcare
organizations are also subject to strict data protection regulations, such as HIPAA, and
non-compliance following a breach can result in severe fines and reputational damage.
Repeated or high-profile incidents can erode public confidence, affect partnerships, and
hinder the adoption of digital health technologies. Consequently, safeguarding patient data
is essential not only for privacy and compliance but also for maintaining continuity of care
and long-term organizational resilience.

Moreover, large-scale breaches contribute to systemic risks across the healthcare
sector. Aggregated stolen health data can be exploited to target future attacks, including
social engineering campaigns against patients or follow-up intrusions into interconnected
healthcare networks [102]. As healthcare systems become increasingly data-driven and
interconnected through cloud services, tele-medicine, and IoMT devices, the impact of a
single breach can cascade across multiple stakeholders. This highlights the critical need
for proactive cyber security strategies that integrate technical controls, governance, and
human-centric defenses to protect patient data and preserve trust in digital healthcare
systems [103].

7. Data Privacy Challenges in Healthcare

Healthcare environments manage extremely sensitive information, including medical
histories, diagnostic data, personal identifiers, financial information, treatment records,
and genetic profiles [104]. This makes patient data a high-value asset that is difficult to
replace or revoke once compromised [105]. Unlike leaked passwords or credit information,
medical data remains permanently associated with the individual and can be exploited for
identity theft, insurance fraud, or social engineering over long periods of time.

Privacy risks often originate from weak security configurations, insecure device com-
munication channels, or insufficient protection of cloud-based data stores. IoMT systems
transmit information across wireless and networked endpoints, meaning that a breach at
any point in the communication chain, such as un-encrypted traffic or insecure gateway
devices, may result in unauthorized disclosure of patient information [106].

Figure 10 summarizes the major challenges in protecting patient privacy, including
data breaches and cyber threats, insider threats and human errors, inadequate security
training, and security weaknesses in third-party services.

Data privacy concerns are also magnified by the complex and fragmented nature
of healthcare networks [107]. Hospitals frequently operate mixtures of legacy medical
systems, third-party vendor platforms, and modern IoT devices, each governed by different
security capabilities and update cycles. This lack of standardization makes maintaining
consistent privacy controls across the environment difficult. Healthcare organizations may
further struggle with limited IT staffing, inconsistent monitoring capabilities, and difficulty
detecting real-time data misuse or system compromise.

As a result, privacy breaches often occur not only due to external attacks but also
through unauthorized internal access, incomplete data governance, poor logging practices,
or mis-configurations that expose patient data unintentionally. Ensuring robust privacy pro-
tections, therefore, requires ongoing governance, continuous monitoring, regular security
updates, and improved interoperability among healthcare applications and devices [108].

Cryptographic techniques for protecting healthcare data typically rely on encryp-
tion mechanisms such as public-key encryption (PKE) and symmetric-key encryption
(SKE) [109]. In addition to these conventional approaches, advanced cryptographic prim-
itives have been proposed to enhance data privacy in healthcare environments. These
include identity-based encryption (IBE), hierarchical or predicate encryption (HPE), and
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fully homomorphic encryption (FHE), which enable fine-grained access control and secure
computation over encrypted health data.

Data Breaches Inadequate
and Cyber Data Security
Threats Training
Challenges in
Protecting Patient’s
Privacy
Insider

Threats and
Human Errors

Security
@ Flaws in Third

Parties

Figure 10. Challenges in protecting patient data privacy.

Multiple consensus mechanisms have been proposed as alternatives to proof of work
(PoW), aiming to improve energy efficiency and system robustness. Among these, practical
Byzantine fault tolerance (PBFT) is particularly well suited for healthcare blockchain appli-
cations due to its low latency and deterministic performance [110]. PBFT can tolerate up to
one-third Byzantine faults in a network consisting of 3f+1 nodes and operates through five
phases: request, pre-prepare, prepare, commit, and reply. The protocol assumes a permis-
sioned environment where participating entities are known in advance, making it appropriate
for healthcare systems that require controlled access and fast transaction confirmation.

Sharma et al. [111] proposed a blockchain-enabled distributed application for IoT-
based healthcare systems to securely generate, store, and manage medical certificates.
The framework leverages smart contracts and a decentralized ledger to mitigate com-
mon security threats such as data tampering, unauthorized access, and certificate forgery.
By eliminating centralized cloud dependence, the system improves transparency, integrity,
and privacy of healthcare records. Experimental evaluations using Ethereum tools demon-
strate reduced latency and improved throughput compared to existing solutions, highlight-
ing the feasibility of blockchain for secure IoT healthcare data management.

Li et al. [112] introduced ADDETECTOR, a federated learning-based smart healthcare
framework for early Alzheimer’s disease detection using IoT voice data. The system em-
ploys a three-layer architecture and integrates federated learning, differential privacy, and
cryptographic aggregation to prevent data leakage at data, feature, and model levels. By re-
taining raw data at user devices and sharing only protected model updates, the framework
ensures strong privacy guarantees. Experimental results show that ADDETECTOR achieves
competitive detection accuracy with minimal computational overhead, demonstrating the
effectiveness of federated learning for privacy-preserving healthcare analytics.

Researchers have also proposed a blockchain-based framework for secure and privacy-
preserving EMR exchange and sharing in open healthcare networks [113]. The system
integrates dynamic access control via smart contracts with local differential privacy to
achieve fine-grained, attribute-level privacy protection. Sensitive EMR attributes were
selectively randomized based on requester roles, enabling personalized privacy control
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while maintaining data utility. Prototype implementation and large-scale evaluation using
real-world EMRs confirmed that the framework supports reliable, traceable, and privacy-
aware medical data transactions.

The study presented a secure and intelligent healthcare monitoring framework that
integrates Internet of Medical Things (IoMT) data with advanced machine learning tech-
niques to enhance cyberattack and anomaly detection. The authors employed recursive
feature elimination (RFE) combined with logistic regression and extreme gradient boost-
ing to identify the most relevant security features, followed by a multilayer perceptron
(MLP) classifier optimized using hyperparameter tuning and cross-validation. The pro-
posed model was evaluated on multiple real-world healthcare and IoMT cybersecurity
datasets, achieving very high detection accuracy across diverse operating systems, net-
works, and medical telemetry data. The results demonstrated the effectiveness of feature
optimization and deep learning for strengthening cybersecurity in loMT-enabled healthcare
environments, particularly against sophisticated and evolving cyber threats [114,115].

8. Future Directions

Despite significant progress in securing healthcare systems, the evolving threat land-
scape and increasing reliance on interconnected technologies continue to expose critical
security and privacy gaps. Future research should therefore focus on developing holistic,
adaptive, and context-aware security frameworks that can respond to both technical and
organizational challenges in healthcare environments.

One important direction lies in advancing zero-trust security models tailored specifi-
cally for healthcare and IoMT ecosystems. While zero trust has gained attention, its practical
deployment across heterogeneous medical devices, legacy hospital systems, and cloud-
based EHR platforms remains underexplored. Future work should investigate lightweight
trust-brokering mechanisms, continuous risk assessment, and interoperability-aware pol-
icy enforcement that can operate under strict latency and resource constraints without
disrupting clinical workflows.

Another promising research avenue involves the integration of privacy-preserving
intelligence, particularly federated learning and secure multi-party computation, for threat
detection and anomaly analysis. Although these approaches reduce raw data sharing,
challenges related to data heterogeneity, communication overhead, model poisoning, and
performance degradation persist. Future studies should focus on robust federated learning
frameworks that balance detection accuracy, privacy guarantees, and real-world deploya-
bility in healthcare settings.

The growing adoption of IoMT devices and remote healthcare services also calls for
deeper investigation into device-centric security. Research is needed on secure firmware up-
date mechanisms, device attestation, and long-term life-cycle management of implantable
and wearable medical devices. In addition, standardized security benchmarks and datasets
for IoMT threat modeling would significantly improve reproducibility and comparative
evaluation across studies.

From a data privacy perspective, future research should move beyond compliance-
driven protection toward patient-centric privacy models. This includes dynamic consent
management, fine-grained access control, and transparent auditability of data usage across
healthcare stakeholders. Exploring hybrid approaches that combine cryptographic tech-
niques, blockchain-based trust, and policy-driven governance may offer stronger assurances
of accountability and data integrity.

Finally, there is a need for cross-disciplinary and real-world validation of proposed
security solutions. Many existing studies remain conceptual or evaluated in controlled en-
vironments. Future work should emphasize deployment-oriented research, incorporating
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clinical constraints, regulatory requirements, and human factors. Collaboration between
cyber security researchers, healthcare professionals, and policymakers will be essential
to ensure that future solutions are not only technically sound but also practical, ethical,
and sustainable.

9. Conclusions

This review has examined the evolving landscape of cyber security and data privacy
strategies in healthcare IT systems, highlighting the unique challenges posed by digital
transformation, interconnected medical devices, cloud-based services, and data-intensive
clinical workflows. Healthcare organizations remain highly vulnerable to a wide range
of threats, including ransomware, network intrusions, insider misuse, and data leakage,
largely due to legacy systems, mis-configurations, and human-related factors. The surveyed
literature demonstrates that effective protection of patient data requires a multi-layered
defense approach that integrates technical controls (such as access control, encryption,
intrusion detection, and secure architectures), organizational measures (including policies,
training, and insider threat management), and emerging technologies like blockchain,
machine learning, and secure IoT frameworks. Despite notable progress, gaps remain in
scalability, interoperability, and real-world deployment of advanced security solutions, par-
ticularly in resource-constrained healthcare environments. Future research should focus on
developing adaptive, privacy-preserving, and regulation-compliant security mechanisms
that can evolve alongside healthcare technologies, ensuring both patient safety and trust in
digital healthcare systems.
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